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INSTRUCTION ON FILLING OUT THE SSP TEMPLATE 
 

It is important to understand that there is no officially-sanctioned format for a System Security Plan (SSP) to meet NIST 800-171 
compliance requirements. This template is based on SSP requirements that are used for other US government compliance 
requirements for SSPs, but it is tailored to document the entire Controlled Unclassified Information (CUI) environment for an 
organization. 
 
A key concept to keep in mind with the SSP is that it should be complete enough for a reasonable person to pick up, read through 
and understand the following information: 
 What CUI is in regards to the company’s operations. 
 Where CUI is stored, transmitted or processed. 
 What controls are in place to protect CUI as it is stored, transmitted and processed. 
 Any deficiencies that exist in protecting CUI, if applicable. 
 Remediation plans address known deficiencies, if applicable. 

 
Steps to fill out the SSP include: 
 Step 1 – Read through the SSP template to get an understanding of the content required to fill out the template. 

 
 Step 2 – Start filling out the information you have available, using the examples as guidance, where applicable. 

 
 Step 3 – Work with stakeholders to fill in missing information. 

 
 Step 4 – Work through Annex 1 to provide evidence of how each of the applicable CUI and Non-Federal 

Organization (NFO) controls are being addressed. 
 
 Step 5 – For any CUI or NFO control that is not addressed, add an entry in the accompanying Plan of Action & 

Milestones (POA&M) template 
 
 
Documentation Notes: 

 Text in BLACK are standard template text that are expected to be included in the SSP and should not be deleted unless 
necessary. 

 Text in RED are helpful instructions that need to be deleted as sections are completed. 
 Text in BLUE are examples that need to be deleted as sections are completed. 
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PREPARED BY & RECORD OF CHANGES  
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OWNERSHIP & CYBERSECURITY OVERVIEW 

 
The objective of the System Security Plan (SSP) document is to have a simple, easy-to-reference document that covers pertinent 
information about the Controlled Unclassified Information (CUI) environment. This is a “living document” that is meant to be 
updated as conditions change. 
 
The goal of this document is simple - anyone not familiar with the CUI environment should be able to read it and gain a 
fundamental understanding of the systems involved, the risks, and the security controls required to maintain an acceptable level 
of security.  
 
Essentially, this document provides a centralized repository for knowledge that is specific to the CUI environment and its 
applicable security controls. The SSP reflects input from those responsible for the systems that make up the CUI environment, 
including information owners, system operators, and other stakeholders. 
 
 
CONTRACTS CONTAINING CUI 
[list the applicable contracts that contain CUI protection requirements]  
 
 
 
SYSTEM IDENTIFICATION - CUI OVERVIEW 
[provide a descriptive narrative of how CUI is defined by the applicable contract(s). Include a description of the function/purpose 
of the internal unclassified information system(s)/network(s) that is(are) addressed in the plan.]  
 
Example:  
Contract XXXXXX defines CUI as schematic diagrams that are pertinent to the XYZ project. 
 
 
KEY STAKEHOLDERS 
CUI protection is a combined effort from the following stakeholders: 

 Stakeholder 1, Position 
 Stakeholder 2, Position 
 Stakeholder 3, Position 

 
Example:  
It is sometimes worthwhile to include an organization chart, since this can assist with problem escalations. 
 

 
 

 
  

CIO

Team 1 Team 2 Networking 
Technology

Technology 
Infrastructure
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DOCUMENTATION REPOSITORY  
Information security-related project and system documentation can be found at: 
 
[add URL for network share, etc.] 
 
 
DATA PROTECTION CONSIDERATIONS 
The assets within the CUI environment are assessed, based on data sensitivity and mission criticality, in order to ensure the 
appropriate level of protection is applied.  
 
Appendix A (Data Protection Considerations) provides the methodology for how data is classified in terms of data sensitivity and 
criticality to the CUI environment. 
 
 
ADDITIONAL COMPLIANCE REQUIREMENTS 
In addition to CUI protection requirements from the Defense Federal Acquisition Regulation Supplement (DFARS 252.204-7012), 
the following compliance requirements are also applicable, due to overlapping requirements for cybersecurity and privacy 
controls: 
 
STATUTORY REQUIREMENTS 
[fill-in applicable statutory requirements]  
 
Example statutory requirements include: 

 Cable Communications Policy Act (CCPA) 
 Children’s Internet Protection Act (CIPA) 
 Children’s Online Privacy Protection Act (COPPA) 
 Computer Fraud and Abuse Act (CFAA) 
 Consumer Credit Reporting Reform Act (CCRRA)  
 Controlling the Assault of Non-Solicited Pornography and Marketing Act (CAN-SPAM) 
 Electronic Communications Privacy Act (ECPA) 
 Electronic Freedom of Information Act (E-FOIA)  
 Electronic Funds Transfer Act (EFTA)  
 Fair & Accurate Credit Transactions Act (FACTA) 
 Fair Credit Reporting Act (FCRA) 
 Family Education Rights and Privacy Act (FERPA) 
 Federal Information Security Management Act (FISMA) 
 Federal Trade Commission Act (FTCA) 
 Gramm Leach Bliley Act (GLBA) 
 Health Insurance Portability and Accountability Act (HIPAA) 
 Privacy Act  
 Right to Financial Privacy Act (RFPA) 
 Sarbanes Oxley Act (SOX) 
 Telecommunications Act 
 Telephone Consumer Protection Act (TCPA)  
 Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001 

(USA PATRIOT Act) 
 Video Privacy Protection Act (VPPA) 
 US State - Massachusetts 201 CMR 17.00 
 US State - Oregon Identity Theft Protection Act (ORS 646A) 
 International - United Kingdom Data Protection Act (UK DPA) 

 
REGULATORY REQUIREMENTS 
[fill-in applicable regulatory requirements]  
 
Example regulatory requirements include: 

 Federal Acquisition Regulation (FAR 52.204-21) 
 European Union General Data Protection Regulation (EU GDPR) 
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 Financial Industry Regulatory Authority (FINRA) 
 National Industrial Security Program Operating Manual (NISPOM) 
 Department of Defense Information Assurance Risk Management Framework (DIARMF) (DoDI 8510.01) 
 Federal Risk and Authorization Management Program (FedRAMP) 
 New York Department of Financial Services (NY DFS) 23 NYCCRR 500 
 North American Electric Reliability Corporation Critical Infrastructure Protection (NERC CIP) 

 
 
CONTRACTUAL REQUIREMENTS 
[fill-in applicable contractual requirements]  
 
Example contractual requirements include: 

 Payment Card Industry Data Security Standard (PCI DSS)  
 Generally Accepted Privacy Principles (GAPP) 
 American Institute of CPAs Service Organization Control (AICPA SOC2) 
 Center for Internet Security Critical Security Controls (CIS CSC) 
 Cloud Security Alliance Cloud Controls Matrix (CSA CCM) 
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SYSTEM ENVIRONMENT 

 
This section contains a detailed topology narrative and graphic shall that clearly depicts the system environment, including system 
boundaries, system interconnections, and key components.  
 
Instruction: This does not require depicting every device, but would include an instance of operating systems in use, virtual and 
physical servers (e.g., file, print, web, database, application), as well as any networked workstations, firewalls, routers, switches, 
copiers, printers, lab equipment, etc. If components of other systems that interconnect/interface with this system need to be shown 
on the diagram, denote the system boundaries by referencing the security plans or names and owners of the other system(s) in the 
diagram. Include or reference (e.g., to an inventory database or spreadsheet) a complete hardware and software inventory, 
including make/model/version and maintenance responsibility. 
 
Delete this and all other instructions from your final version of this document.  
 
OPERATING MODEL 

Operating Environment Where CUI Exists (check all that apply) 

☐ Public Cloud Cloud services and infrastructure supporting multiple organizations and clients 

☐ Private Cloud Cloud services and infrastructure dedicated to a specific organization and no other 
clients 

☐ Data Center  Company-owned & operated datacenter. 

☐ Hybrid Explain: (e.g., cloud services and infrastructure that provides private cloud for secured 
applications and data where required and public cloud for other applications and data) 

☐ Dispersed Endpoints CUI can be found on workstations and other endpoints. 

☐ Other Explain: 
 

High-Level Overview of Where CUI Is Stored, Transmitted or Processed (check all that apply) 

☐ End User Workstations End user workstations (e.g., desktops & laptops) 

☐ Mobile Devices Mobile devices (e.g., tablets or smartphones) 

☐ Industrial Control System (ICS) Devices that control manufacturing processes 

☐ Internal application/service Internal application (e.g., ERM, SAP, ticket system, change control, etc.) 

☐ Software as a Service (SaaS) Web-based applications (e.g., Google Apps, Salesforce, GoToMeeting, WebEx) 

☐ Platform as a Service (PaaS) Web-based major applications (e.g., Azure Cloud Services) 

☐ Infrastructure as a Service (IaaS) Cloud environments (e.g., Azure, AWS, Rackspace) 

☐ Other Explain: 
 
Example: 
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INTERCONNECTIVITY OVERVIEW 
[provide a descriptive narrative how systems within the CUI environment communicate – is it internal only? Does it communicate 
outside of the company’s network?]  
 
Appendix B (Hardware and Software Inventory), provides a breakdown of assets that comprise the CUI environment in both the 
production and development instances. 
 
Appendix C (Interconnectivity Documentation), provides a detailed description of ports, protocols and services, in use within the 
CUI environment.  
 
 
 
IDENTIFICATION & AUTHENTICATION OVERVIEW 
[provide a descriptive narrative of how the system handles identification & authentication]  
 
Example:  
Vendor accounts will be created in the ACME instance and pushed to the XXXXX instance. Only one account per vendor will be 
allowed. The vendor account will be inactivated when the vendor submits their documentation. 
 
The two instances of XXXXX will use different methods for user identification and authentication, since the XXXXX-hosted instance 
will be externally accessible to vendors. 
 
ACME Instance 

 User Names: AD integration  
 Passwords: AD integration  
 Account Reviews: Tied into AD 
 Account Deactivation: Tied into AD 

 
XXXXX Instance 

 User Names:  
o ACME Users: Ping Federate (AD integration) 
o Non-ACME Users: Local XXXXX account (hosted instance only) 

 Passwords:  
o ACME Users: Ping Federate (AD integration) 
o Non-ACME Users: TBD  

 Account Reviews:  
o ACME Users: Ping Federate (AD integration) 
o Non-ACME Users: TBD  

 Account Deactivation: Tied into AD 
o ACME Users: Ping Federate (AD integration) 
o Non-ACME Users: TBD  

 
 
SYSTEM COMPONENTS & NETWORK BOUNDARIES 
[provide a descriptive narrative of what makes up the CUI operating environment, including defining the assets involved and the 
system boundaries]  
 
Example:  
XYZ is designed with two distinct instances, running in two different environments: 

 Internal XXXXX instance that is housed in ACME’s datacenter (Datacenter 1); and 
 Hosted XXXXX instance in Microsoft’s Azure private cloud.  
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HIGH-LEVEL NETWORK DIAGRAM 
 
[add network diagram here] 
 
 
Instruction: Useful tools to create a high-level network diagram include: 
 - Microsoft Visio (network diagram templates) or 
 - Department of Homeland Security’s free tool, the Cyber Security Evaluation Tool (CSET) - https://ics-cert.us-
cert.gov/sites/default/files/FactSheets/ICS-CERT_FactSheet_CSET_S508C.pdf  
 
Provide a diagram that portrays the system boundaries and all applicable connections and components, including the means for 
monitoring and controlling communications at the external boundary and at key internal boundaries within the system.  
 
Address all components and managed interfaces of the information system authorized for operation (e.g., routers, firewalls).  
 
Formal names of components as they are known by the project team in functional specifications, configuration guides, other 
documents and live configurations shall be named on the diagram and described. Components identified in the Boundary diagram 
should be consistent with the Network diagram and the inventory(ies). Provide a key to symbols used. Ensure consistency between 
the boundary and network diagrams and respective descriptions  
If necessary, include multiple network diagrams. 
 
Delete this and all other instructions from your final version of this document. 
 
  

https://ics-cert.us-cert.gov/sites/default/files/FactSheets/ICS-CERT_FactSheet_CSET_S508C.pdf
https://ics-cert.us-cert.gov/sites/default/files/FactSheets/ICS-CERT_FactSheet_CSET_S508C.pdf
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SYSTEM DEVELOPMENT LIFE CYCLE (SDLC) 

 
OPERATIONAL PHASE  
The CUI environment is currently: 

Operational Status 

☐ Operational CUI is being used by systems in a production environment. 

☐ Under Development CUI is being used by systems in a developmental / testing environment. 

☐ Major Modification CUI systems are undergoing a major change, development, or transition. 

☐ Other Explain:  
 
The dates planned and dates reached for each phase of the System Development Lifecycle (SDLC) and Control Validation Testing 
(CVT) milestones: 

 
 

Traditional SDLC Phase Date Planned Date Reached 

Initiate ? ? 

Develop / Design / Acquire ? ? 

Implement ? ? 

Operate & Maintain ? ? 

Dispose ? ? 
 
 
MILESTONES 
[Enter a narrative about the planned milestones planned for the life of the systems that make up the CUI environment] 
 
Example:  
XYZ is currently in the operate phase. Updates and changes to XYZ is expected throughout the fiscal year. There are currently no 
envisioned alterations to XYZ that would severely affect its operational status during updates and changes to the system 
environment. XYZ will be undergoing major modification during the course of FY2018, including network engineering, security 
engineering, and systems engineering 
 
INSTRUCTIONS: All milestones about operational status should be stated. If the system is about to go through a major revision, all 
milestones along the way should be listed as well. 
 
 
Delete this and all other instructions from your final version of this document. 
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ANNEX 1 – SECURITY REQUIREMENTS (NIST 800-171 CUI & NFO CONTROLS) 

 
The SSP consists of the applicable NIST 800-53 rev4 controls, as mapped in Appendix D (CUI controls) and Appendix E (NFO 
controls) of NIST 800-171 rev1. 
 
NIST 800-171 APPENDIX D - 3.1 ACCESS CONTROL 
These controls are associated with access control: 
 
3.1.1 LIMIT SYSTEM ACCESS TO AUTHORIZED USERS, PROCESSES ACTING ON BEHALF OF AUTHORIZED USERS, OR DEVICES (INCLUDING OTHER SYSTEMS).  
3.1.2 LIMIT SYSTEM ACCESS TO THE TYPES OF TRANSACTIONS AND FUNCTIONS THAT AUTHORIZED USERS ARE PERMITTED TO EXECUTE.  
 
AC-2 ACCOUNT MANAGEMENT  

Summary of Control Implementation 

Implementation Status (check all that apply): 
☐ Implemented (internally controlled) 
☐ Implemented (outsourced execution of control) 
☐ Partially Implemented (Identified in POA&M) 
☐ Planned (Identified in POA&M) 
☐ Alternative Implementation (Compensating Controls) 
☐ Not applicable 

Process Owner: [name of the individual or team accountable for the procedure being performed] 

Process Operator: [name of the individual or team responsible to perform the procedure’s tasks] 

Occurrence: [how often the procedure need is performed] 

Location of Additional Documentation:  
[location where additional documentation can be found, e.g., policies, standards, procedures and other evidence] 

Technology in Use:  
[if applicable, the name of the application/system/service used to perform the procedure] 

Description of Control Implementation: 
[describe the solution and how it is implemented] 
  

 
 
AC-3 ACCESS ENFORCEMENT 

Summary of Control Implementation 

Implementation Status (check all that apply): 
☐ Implemented (internally controlled) 
☐ Implemented (outsourced execution of control) 
☐ Partially Implemented (Identified in POA&M) 
☐ Planned (Identified in POA&M) 
☐ Alternative Implementation (Compensating Controls) 
☐ Not applicable 

Process Owner: [name of the individual or team accountable for the procedure being performed] 

Process Operator: [name of the individual or team responsible to perform the procedure’s tasks] 

Occurrence: [how often the procedure need is performed] 

Location of Additional Documentation:  
[location where additional documentation can be found, e.g., policies, standards, procedures and other evidence] 

Technology in Use:  
[if applicable, the name of the application/system/service used to perform the procedure] 

Description of Control Implementation: 
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Summary of Control Implementation 

[describe the solution and how it is implemented] 
  

 
 
AC-17 REMOTE ACCESS 

Summary of Control Implementation 

Implementation Status (check all that apply): 
☐ Implemented (internally controlled) 
☐ Implemented (outsourced execution of control) 
☐ Partially Implemented (Identified in POA&M) 
☐ Planned (Identified in POA&M) 
☐ Alternative Implementation (Compensating Controls) 
☐ Not applicable 

Process Owner: [name of the individual or team accountable for the procedure being performed] 

Process Operator: [name of the individual or team responsible to perform the procedure’s tasks] 

Occurrence: [how often the procedure need is performed] 

Location of Additional Documentation:  
[location where additional documentation can be found, e.g., policies, standards, procedures and other evidence] 

Technology in Use:  
[if applicable, the name of the application/system/service used to perform the procedure] 

Description of Control Implementation: 
[describe the solution and how it is implemented] 
  

 
 
 
3.1.3 CONTROL THE FLOW OF CUI IN ACCORDANCE WITH APPROVED AUTHORIZATIONS.  
 
AC-4 INFORMATION FLOW ENFORCEMENT 

Summary of Control Implementation 

Implementation Status (check all that apply): 
☐ Implemented (internally controlled) 
☐ Implemented (outsourced execution of control) 
☐ Partially Implemented (Identified in POA&M) 
☐ Planned (Identified in POA&M) 
☐ Alternative Implementation (Compensating Controls) 
☐ Not applicable 

Process Owner: [name of the individual or team accountable for the procedure being performed] 

Process Operator: [name of the individual or team responsible to perform the procedure’s tasks] 

Occurrence: [how often the procedure need is performed] 

Location of Additional Documentation:  
[location where additional documentation can be found, e.g., policies, standards, procedures and other evidence] 

Technology in Use:  
[if applicable, the name of the application/system/service used to perform the procedure] 

Description of Control Implementation: 
[describe the solution and how it is implemented] 
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3.1.4 SEPARATE THE DUTIES OF INDIVIDUALS TO REDUCE THE RISK OF MALEVOLENT ACTIVITY WITHOUT COLLUSION.  
 
AC-5 SEPARATION OF DUTIES 

Summary of Control Implementation 

Implementation Status (check all that apply): 
☐ Implemented (internally controlled) 
☐ Implemented (outsourced execution of control) 
☐ Partially Implemented (Identified in POA&M) 
☐ Planned (Identified in POA&M) 
☐ Alternative Implementation (Compensating Controls) 
☐ Not applicable 

Process Owner: [name of the individual or team accountable for the procedure being performed] 

Process Operator: [name of the individual or team responsible to perform the procedure’s tasks] 

Occurrence: [how often the procedure need is performed] 

Location of Additional Documentation:  
[location where additional documentation can be found, e.g., policies, standards, procedures and other evidence] 

Technology in Use:  
[if applicable, the name of the application/system/service used to perform the procedure] 

Description of Control Implementation: 
[describe the solution and how it is implemented] 
  

 
 
3.1.5 EMPLOY THE PRINCIPLE OF LEAST PRIVILEGE, INCLUDING FOR SPECIFIC SECURITY FUNCTIONS AND PRIVILEGED ACCOUNTS.  
 
AC-6 LEAST PRIVILEGE 

Summary of Control Implementation 

Implementation Status (check all that apply): 
☐ Implemented (internally controlled) 
☐ Implemented (outsourced execution of control) 
☐ Partially Implemented (Identified in POA&M) 
☐ Planned (Identified in POA&M) 
☐ Alternative Implementation (Compensating Controls) 
☐ Not applicable 

Process Owner: [name of the individual or team accountable for the procedure being performed] 

Process Operator: [name of the individual or team responsible to perform the procedure’s tasks] 

Occurrence: [how often the procedure need is performed] 

Location of Additional Documentation:  
[location where additional documentation can be found, e.g., policies, standards, procedures and other evidence] 

Technology in Use:  
[if applicable, the name of the application/system/service used to perform the procedure] 

Description of Control Implementation: 
[describe the solution and how it is implemented] 
  

 
 
AC-6(1) LEAST PRIVILEGE | AUTHORIZE ACCESS TO SECURITY FUNCTIONS 

Summary of Control Implementation 

Implementation Status (check all that apply): 
☐ Implemented (internally controlled) 
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Summary of Control Implementation 

☐ Implemented (outsourced execution of control) 
☐ Partially Implemented (Identified in POA&M) 
☐ Planned (Identified in POA&M) 
☐ Alternative Implementation (Compensating Controls) 
☐ Not applicable 

Process Owner: [name of the individual or team accountable for the procedure being performed] 

Process Operator: [name of the individual or team responsible to perform the procedure’s tasks] 

Occurrence: [how often the procedure need is performed] 

Location of Additional Documentation:  
[location where additional documentation can be found, e.g., policies, standards, procedures and other evidence] 

Technology in Use:  
[if applicable, the name of the application/system/service used to perform the procedure] 

Description of Control Implementation: 
[describe the solution and how it is implemented] 
  

 
 
AC-6(5) LEAST PRIVILEGE | PRIVILEGED ACCOUNTS 

Summary of Control Implementation 

Implementation Status (check all that apply): 
☐ Implemented (internally controlled) 
☐ Implemented (outsourced execution of control) 
☐ Partially Implemented (Identified in POA&M) 
☐ Planned (Identified in POA&M) 
☐ Alternative Implementation (Compensating Controls) 
☐ Not applicable 

Process Owner: [name of the individual or team accountable for the procedure being performed] 

Process Operator: [name of the individual or team responsible to perform the procedure’s tasks] 

Occurrence: [how often the procedure need is performed] 

Location of Additional Documentation:  
[location where additional documentation can be found, e.g., policies, standards, procedures and other evidence] 

Technology in Use:  
[if applicable, the name of the application/system/service used to perform the procedure] 

Description of Control Implementation: 
[describe the solution and how it is implemented] 
  

 
 
3.1.6 USE NON-PRIVILEGED ACCOUNTS OR ROLES WHEN ACCESSING NON-SECURITY FUNCTIONS.  
 
AC-6(2) LEAST PRIVILEGE | NON-PRIVILEGED ACCESS FOR NON-SECURITY FUNCTIONS 

Summary of Control Implementation 

Implementation Status (check all that apply): 
☐ Implemented (internally controlled) 
☐ Implemented (outsourced execution of control) 
☐ Partially Implemented (Identified in POA&M) 
☐ Planned (Identified in POA&M) 
☐ Alternative Implementation (Compensating Controls) 
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	Annex 1 – Security Requirements (NIST 800-171 CUI & NFO Controls)
	NIST 800-171 Appendix D - 3.1 Access Control
	3.1.1 Limit system access to authorized users, processes acting on behalf of authorized users, or devices (including other systems).
	3.1.2 Limit system access to the types of transactions and functions that authorized users are permitted to execute.
	AC-2 Account Management
	AC-3 Access Enforcement
	AC-17 Remote Access

	3.1.3 Control the flow of CUI in accordance with approved authorizations.
	AC-4 Information Flow Enforcement

	3.1.4 Separate the duties of individuals to reduce the risk of malevolent activity without collusion.
	AC-5 Separation of Duties

	3.1.5 Employ the principle of least privilege, including for specific security functions and privileged accounts.
	AC-6 Least Privilege
	AC-6(1) Least Privilege | Authorize Access To Security Functions
	AC-6(5) Least Privilege | Privileged Accounts

	3.1.6 Use non-privileged accounts or roles when accessing non-security functions.
	AC-6(2) Least Privilege | Non-Privileged Access For Non-Security Functions

	3.1.7 Prevent non-privileged users from executing privileged functions and audit the execution of such functions.
	AC-6(9) Least Privilege | Auditing Use of Privileged Functions
	AC-6(10) Least Privilege | Prohibit Non-Privileged Users From Executing Privileged Functions

	3.1.8 Limit unsuccessful logon attempts.
	AC-7 Unsuccessful Logon Attempts

	3.1.9 Provide privacy and security notices consistent with applicable CUI rules.
	AC-8 System Use Notification

	3.1.10 Use session lock with pattern-hiding displays to prevent access and viewing of data after period of inactivity.
	AC-11 Session Lock
	AC-11(1) Session Lock | Pattern-Hiding Displays

	3.1.11 Terminate (automatically) a user session after a defined condition.
	AC-12 Session Termination

	3.1.12 Monitor and control remote access sessions.
	AC-17(1) Remote Access | Automated Monitoring / Control

	3.1.13 Employ cryptographic mechanisms to protect the confidentiality of remote access sessions.
	AC-17(2) Remote Access | Protection of Confidentiality / Integrity Using Encryption

	3.1.14 Route remote access via managed access control points.
	AC-17(3) Remote Access | Managed Access Control Points

	3.1.15 Authorize remote execution of privileged commands and remote access to security-relevant information.
	AC-17(4) Remote Access | Privileged Commands / Access

	3.1.16 Authorize wireless access prior to allowing such connections.
	AC-18 Wireless Access

	3.1.17 Protect wireless access using authentication and encryption.
	AC-18(1) Wireless Access | Authentication & Encryption

	3.1.18 Control connection of mobile devices.
	AC-19 Access Control for Mobile Devices

	3.1.19 Encrypt CUI on mobile devices and mobile computing platforms.
	AC-19(5) Access Control for Mobile Devices | Full Device / Container-Based Encryption

	3.1.20 Verify and control/limit connections to and use of external systems.
	AC-20 Use of External Information Systems
	AC-20(1) Use of External Information Systems | Limits on Authorized Use

	3.1.21 Limit use of organizational portable storage devices on external systems.
	AC-20(2) Use of External Information Systems | Portable Storage Devices

	3.1.22 Control CUI posted or processed on publicly accessible systems.
	AC-22 Publicly Accessible Content


	NIST 800-171 Appendix D - 3.2 Awareness & Training
	3.2.1 Ensure that managers, systems administrators, and users of organizational systems are made aware of the security risks associated with their activities and of the applicable policies, standards, and procedures related to the security of those sy...
	3.2.2 Ensure that organizational personnel are adequately trained to carry out their assigned information security-related duties and responsibilities.
	AT-2 Security Awareness Training
	AT-3 Role-Based Security Training

	3.2.3 Provide security awareness training on recognizing and reporting potential indicators of insider threat.
	AT-2(2) Security Awareness Training | Insider Threat


	NIST 800-171 Appendix D - 3.3 Audit & Accountability
	3.3.1 Create, protect, and retain system audit records to the extent needed to enable the monitoring, analysis, investigation, and reporting of unlawful, unauthorized, or inappropriate system activity.
	3.3.2 Ensure that the actions of individual system users can be uniquely traced to those users so they can be held accountable for their actions.
	AU-2 Audit Events
	AU-3 Content of Audit Records
	AU-3(1) Content of Audit Records | Additional Audit Information
	AU-6 Audit Review, Analysis, and Reporting
	AU-12 Audit Generation

	3.3.3 Review and update audited events.
	AU-2(3) Audit Events | Reviews & Updates

	3.3.4 Alert in the event of an audit process failure.
	AU-5 Response to Audit Processing Failures

	3.3.5 Correlate audit review, analysis, and reporting processes for investigation and response to indications of inappropriate, suspicious, or unusual activity.
	AU-6(3) Audit Review, Analysis, and Reporting | Correlate Audit Repositories

	3.3.6 Provide audit reduction and report generation to support on-demand analysis and reporting.
	AU-7 Audit Reduction and Report Generation

	3.3.7 Provide a system capability that compares and synchronizes internal system clocks with an authoritative source to generate time stamps for audit records.
	AU-8 Time Stamps
	AU-8(1) Time Stamps | Synchronization with Authoritative Time Source

	3.3.8 Protect audit information and audit tools from unauthorized access, modification, and deletion.
	AU-9 Protection of Audit Information

	3.3.9 Limit management of audit functionality to a subset of privileged users.
	AU-9(4) Protection of Audit Information | Access by Subset of Privileged Users


	NIST 800-171 Appendix D - 3.4 Configuration Management
	3.4.1 Establish and maintain baseline configurations and inventories of organizational systems (including hardware, software, firmware, and documentation) throughout the respective system development life cycles.
	3.4.2 Establish and enforce security configuration settings for information technology products employed in organizational systems.
	CM-2 Baseline Configuration
	CM-6 Configuration Settings
	CM-8 System Component Inventory
	CM-8(1) System Component Inventory | Updates During Installations / Removals

	3.4.3 Track, review, approve/disapprove, and audit changes to organizational systems.
	CM-3 Configuration Change Control

	3.4.4 Analyze the security impact of changes prior to implementation.
	CM-4 Security Impact Analysis

	3.4.5 Define, document, approve, and enforce physical and logical access restrictions associated with changes to organizational systems.
	CM-5 Access Restrictions for Change

	3.4.6 Employ the principle of least functionality by configuring organizational systems to provide only essential capabilities.
	CM-7 Least Functionality

	3.4.7 Restrict, disable, and prevent the use of nonessential functions, ports, protocols, and services.
	CM-7(1) Least Functionality | Periodic Review
	CM-7(2) Least Functionality | Prevent program execution

	3.4.8 Apply deny-by-exception (blacklist) policy to prevent the use of unauthorized software or deny-all, permit-by-exception (whitelisting) policy to allow the execution of authorized software.
	CM-7(4) Least Functionality Unauthorized Software/ Blacklisting
	CM-7(5) Least Functionality Authorized Software/ Whitelisting

	3.4.9 Control and monitor user- installed software.
	CM-11 User-Installed Software


	NIST 800-171 Appendix D - 3.5 Identification & Authentication
	3.5.1 Identify system users, processes acting on behalf of users, or devices.
	3.5.2 Authenticate (or verify) the identities of those users, processes, or devices, as a prerequisite to allowing access to organizational systems.
	IA-2 Identification and Authentication (Organizational Users)
	IA-3 Device Identification and Authentication
	IA-5 Authenticator Management

	3.5.3 Use multifactor
	authentication for local and network access to privileged accounts and for network access to non-privileged accounts.
	IA-2(1) Identification and Authentication (Organizational Users) | Network Access to Privileged Accounts
	IA-2(2) Identification and Authentication (Organizational Users) | Network Access to Non-Privileged Accounts
	IA-2(3) Identification and Authentication (Organizational Users) | Local Access to Privileged Accounts

	3.5.4 Employ replay-resistant authentication mechanisms for network access to privileged and non- privileged accounts.
	IA-2(8) Identification and Authentication (Organizational Users) | Network Access to Privileged Accounts-Replay Resistant
	IA-2(9) Identification and Authentication (Organizational Users) | Network Access to Non- Privileged Accounts-Replay Resistant

	3.5.5 Prevent reuse of identifiers for a defined period.
	3.5.6 Disable identifiers after a defined period of inactivity.
	IA-4 Identifier Management

	3.5.7 Enforce a minimum password complexity and change of characters when new passwords are created.
	3.5.8 Prohibit password reuse for a specified number of generations.
	3.5.9 Allow temporary password use for system logons with an immediate change to a permanent password.
	3.5.10 Store and transmit only cryptographically-protected passwords.
	IA-5(1) Authenticator Management Password-Based Authentication

	3.5.11 Obscure feedback of authentication information.
	IA-6 Authenticator Feedback


	NIST 800-171 Appendix D - 3.6 Incident Response
	3.6.1 Establish an operational incident-handling capability for organizational systems that includes adequate preparation, detection, analysis, containment, recovery, and user response activities.
	3.6.2 Track, document, and report incidents to appropriate organizational officials and/or authorities.
	IR-2 Incident Response Training
	IR-4 Incident Handling
	IR-5 Incident Monitoring
	IR-6 Incident Reporting
	IR-7 Incident Response Assistance

	3.6.3 Test the organizational incident response capability.
	IR-3 Incident Response Testing
	IR-3(2) Incident Response Testing |Coordination with Related Plans


	NIST 800-171 Appendix D - 3.7 Maintenance
	3.7.1 Perform maintenance on organizational systems.
	3.7.2 Provide effective controls on the tools, techniques, mechanisms, and personnel used to conduct system maintenance.
	MA-2 Controlled Maintenance
	MA-3 Maintenance Tools
	MA-3(1) Maintenance Tools | Inspect Tools
	MA-3(2) Maintenance Tools | Inspect media

	3.7.3 Ensure equipment removed for off-site maintenance is sanitized of any CUI.
	MA-2 Controlled Maintenance

	3.7.4 Check media containing diagnostic and test programs for malicious code before the media are used in organizational systems.
	MA-3(2) Maintenance Tools | Inspect media

	3.7.5 Require multifactor authentication to establish nonlocal maintenance sessions via external network connections and terminate such connections when nonlocal maintenance is complete.
	MA-4 Nonlocal Maintenance

	3.7.6 Supervise the maintenance activities of maintenance personnel without required access authorization.
	MA-5 Maintenance Personnel


	NIST 800-171 Appendix D - 3.8 Media Protection
	3.8.1 Protect (i.e., physically control and securely store) system media containing CUI, both paper and digital.
	3.8.2 Limit access to CUI on system media to authorized users.
	3.8.3 Sanitize or destroy system media containing CUI before disposal or release for reuse.
	MP-2 Media Access
	MP-4 Media Storage
	MP-6 Media Sanitization

	3.8.4 Mark media with necessary CUI markings and distribution limitations.
	MP-3 Media Marking

	3.8.5 Control access to media containing CUI and maintain accountability for media during transport outside of controlled areas.
	MP-5 Media Transport

	3.8.6 Implement cryptographic mechanisms to protect the confidentiality of information stored on digital media during transport outside of controlled areas unless otherwise protected by alternative physical safeguards.
	MP-5(4) Media Transport | Cryptographic Protection

	3.8.7 Control the use of removable media on system components.
	MP-7 Media Use

	3.8.8 Prohibit the use of portable storage devices when such devices have no identifiable owner.
	MP-7(1) Media Use | Prohibit Use Without Owner

	3.8.9 Protect the confidentiality of backup CUI at storage locations.
	CP-9 System Backup


	NIST 800-171 Appendix D - 3.9 Personnel Security
	3.9.1 Screen individuals prior to authorizing access to organizational systems containing CUI.
	3.9.2 Ensure that CUI and organizational systems containing CUI are protected during and after personnel actions such as terminations and transfers.
	PS-3 Personnel Screening
	PS-4 Personnel Termination
	PS-5 Personnel Transfer


	NIST 800-171 Appendix D - 3.10 Physical Protection
	3.10.1 Limit physical access to organizational systems, equipment, and the respective operating environments to authorized individuals.
	3.10.2 Protect and monitor the physical facility and support infrastructure for organizational systems.
	PE-2 Physical Access Authorizations
	PE-5 Access Control for Output Devices
	PE-6 Monitoring Physical Access

	3.10.3 Escort visitors and monitor visitor activity.
	3.10.4 Maintain audit logs of physical access.
	3.10.5 Control and manage physical access devices.
	PE-3 Physical Access Control

	3.10.6 Enforce safeguarding measures for CUI at alternate work sites (e.g., telework sites).
	PE-17 Alternate Work Site


	NIST 800-171 Appendix D - 3.11 Risk Assessment
	3.11.1 Periodically assess the risk to organizational operations (including mission, functions, image, or reputation), organizational assets, and individuals, resulting from the operation of organizational systems and the associated processing, storag...
	RA-3 Risk Assessment

	3.11.2 Scan for vulnerabilities in organizational systems and applications periodically and when new vulnerabilities affecting those systems and applications are identified.
	RA-5 Vulnerability Scanning
	RA-5(5) Vulnerability Scanning | Privileged Access

	3.11.3 Remediate vulnerabilities in accordance with assessments of risk.
	RA-5 Vulnerability Scanning


	NIST 800-171 Appendix D - 3.12 Security Assessment
	3.12.1 Periodically assess the security controls in organizational systems to determine if the controls are effective in their application.
	3.12.2 Develop and implement plans of action designed to correct deficiencies and reduce or eliminate vulnerabilities in organizational systems.
	3.12.3 Monitor security controls on an ongoing basis to ensure the continued effectiveness of the controls.
	CA-2 Security Assessments
	CA-5 Plan of Action and Milestones
	CA-7 Continuous Monitoring

	3.12.4 Develop, document, and periodically update system security plans that describe system boundaries, system environments of operation, how security requirements are implemented, and the relationships with or connections to other systems.
	PL-2 System Security Plan


	NIST 800-171 Appendix D - 3.13 System & Communications Protection
	3.13.1 Monitor, control, and protect communications (i.e., information transmitted or received by organizational systems) at the external boundaries and key internal boundaries of organizational systems.
	3.13.2 Employ architectural designs, software development techniques, and systems engineering principles that promote effective information security within organizational systems.
	SC-7 Boundary Protection
	SA-8 Security Engineering Principles

	3.13.3 Separate user functionality from system management functionality.
	SC-2 Application Partitioning

	3.13.4 Prevent unauthorized and unintended information transfer via shared system resources.
	SC-4 Information in Shared Resources

	3.13.5 Implement subnetworks for publicly accessible system components that are physically or logically separated from internal networks.
	SC-7 Boundary Protection

	3.13.6 Deny network communications traffic by default and allow network communications traffic by exception (i.e., deny all, permit by exception).
	SC-7(5) Boundary Protection Deny by Default / Allow by Exception

	3.13.7 Prevent remote devices from simultaneously establishing non-remote connections with organizational systems and communicating via some other connection to resources in external networks (i.e. split tunneling).
	SC-7(7) Boundary Protection Prevent Split Tunneling for Remote Devices

	3.13.8 Implement cryptographic mechanisms to prevent unauthorized disclosure of CUI during transmission unless otherwise protected by alternative physical safeguards.
	SC-8 Transmission Confidentiality and Integrity
	SC-8(1) Transmission Confidentiality and Integrity | Cryptographic or Alternate Physical Protection

	3.13.9 Terminate network connections associated with communications sessions at the end of the sessions or after a defined period of inactivity.
	SC-10 Network Disconnect

	3.13.10 Establish and manage cryptographic keys for cryptography employed in organizational systems.
	SC-12 Cryptographic Key Establishment and Management

	3.13.11 Employ FIPS-validated cryptography when used to protect the confidentiality of CUI.
	SC-13 Cryptographic Protection

	3.13.12 Prohibit remote activation of collaborative computing devices and provide indication of devices in use to users present at the device.
	SC-15 Collaborative Computing Devices

	3.13.13 Control and monitor the use of mobile code.
	SC-18 Mobile Code

	3.13.14 Control and monitor the use of Voice over Internet Protocol (VoIP) technologies.
	SC-19 Voice over Internet Protocol

	3.13.15 Protect the authenticity of communications sessions.
	SC-23 Session Authenticity

	3.13.16 Protect the confidentiality of CUI at rest.
	SC-28 Protection of Information at Rest
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	3.14.1 Identify, report, and correct information and system flaws in a timely manner.
	3.14.2 Provide protection from malicious code at appropriate locations within organizational systems.
	3.14.3 Monitor system security alerts and advisories and take appropriate actions in response.
	SI-2 Flaw Remediation
	SI-3 Malicious Code Protection
	SI-5 Security Alerts, Advisories & Directives

	3.14.4 Update malicious code protection mechanisms when new releases are available.
	3.14.5 Perform periodic scans of organizational systems and real-time scans of files from external sources as files are downloaded, opened, or executed.
	SI-3 Malicious Code Protection

	3.14.6 Monitor organizational systems, including inbound and outbound communications traffic, to detect attacks and indicators of potential attacks.
	SI-4 Information System Monitoring
	SI-4(4) Information System Monitoring | Inbound and Outbound Communications Traffic

	3.14.7 Identify unauthorized use of organizational systems.
	SI-4 Information System Monitoring
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